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Amendments to the f )alw»r 

This listing of claims will replace all prior versions, and listing, of claims in the application: 



Listing of f7fdm»; 



1 . (previously presented) An integrated and secure system for conducting business over 
the public Internet by enabling a customer of an enterprise commnnications network to command 
and control the customer's switched communications connections within the network over the 
public Internet and to view the results of any changes in the customer's connections oyer the 
public Internet, said system comprising: 

(a) an object oriented protocol for enabling encrypted interactive communications between 
\ said system and said customer over the public internet, said protocol invoked within said 

customers web browser to support encryption, customer identification, authentication and network 
entitlements; 

(b) at least one secure web server for managing secure customer sessions over the public 
Internet, said secure server providing session management for the customer connection, said 
session management including customer identification, validation, entitlements and encryption; 
and 

(c) at least one dispatch server for communicating with said secure web server and a 
plurality of system resources, said dispatch server providing verification of system access and 
proxy generation for said system resources after said customer's entitlements have been verified; 

(d) said plurality of system resources including a network manager which manages the 
routing of the customer's traffic over the communications network, and a view application to 
review said network traffic, said network manager and said view application responsive to proxy 
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requests from said dispatch server to enable the customer to command and control switched voice 
tniffic resources and switched data traffic resources provided by the enterprise to the customer. 

2. (canceled) 

^(previously presented) The integrated and secure system for conducting business over 
the public Internet as claimed in Claim 1, wherein said switched voice traffic resources include 
switched toll free voice traffic resources and said network manager includes a toll free network 
manager application to command and control the routing of switched toll free voice traffic. 



0 



3/ 

/. (previously presented) The integrated and secure system for conducting business 



over 



the public Internet as claimed in Claim 1, wherein said switched voice traffic resources include 
switched call center voice traffic resources and said network manager includes a call manager 
application to command and control the routing of switched voice traffic between call centers. 



over 



(previously presented) The integrated and secure system for conducting business 
the public Internet as claimed in Claim 1, wherein said network manager includes an outbound 
network manager to command and control switched toll traffic. 

6. (canceled) 

5 

^(previously presented) The integrated and secure system for conducting business over 
the public Internet as claimed in Claim 1, wherein said view appUcation includes a reporter for 
generating reports on switched voice communications in said network. 

3 
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(previously presented) The integrated and secure system for conducting business over 
the public Internet as claimed in Claim wherein said reporter for generating reports on the 
switched voice communications in said network includes a real time reporter for generating 
reports on network traffic in near real time. 

X (Previously presented) The integrated and secure system for conducting business over 
the public Internet as claimed in Claim^, wherein said reporter for generating reports on the 
switched voice communications in said network includes a real time reporter for generating 
reports on outbound network traffic in near real time. 

% 

JA. (previously presented) The integrated and secure system for conducting business over 
the public Internet as claimed in Claim£ wherein said reporter for generating reports on the 
switched voice communications in said network includes a reporter for generating history reports 
on said switched voice communications occurring during preselected periods of time. 

% . (previously presented) The integrated and secure system for conducting business over 
the public Internet as claimed in CI aim ^wherein said reporter for generating reports on the 
switched voice communications in said network includes a report manager application for 
enabling a customer to generate reports for a plurality of switched voice communication 
applications and an in-box manager application for communicating the reports to the customer. 

^(previously presented) The integrated and secure system for conducting business over 
the public Internet as claimed in Claim wherein said reporter for generating reports on the 
switched voice communications in said network includes a priced call application for enabling a 
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customer to generate priced reports and invoices for a plurality of switched voice communication 

applications. 

y£. (previously presented) The integrated and secure system for conducting business over 
the public Internet as claimed in Claim 1, wherein said customer's switched communications 
connections includes switched data traffic connections and said view application includes a 
broadband view application for generating reports on data relating to switched data traffic. 

~f4. (previously presented) The integrated and secure system for conducting business over 
the public Internet as claimed in Claim 1 , wherein said system includes an in-box application for 
storing and forwarding reports to the customer on data relating to the customer's switched voice 
and data traffic. 

l$[ (original) The integrated and secure system for conducting business over the public 
Internet as claimed in Claim 1 f wherein said system includes an event monitor application for 
storing and forwarding alarms generated with respect to the customer's traffic over the 
communications network, 

16. (currently amended) The integrated ari£ secure system for conducting business over the 
public Internet by enabling a customer of ^enterprise communications network to obtain and 
view reports over the public InterSfet relating to a plurality of services provided to the customer by 
the enterprise network, said systemTcomprising : 

(a) an object oriented^otocol for enabling encrypted interactive communications 
between said system and^aid customer over the public Internet; said protocol invoked within said 
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customers web browser to support encryptio: l, customer identification, authentication and report 

entitlements; 

managing secure customer sessions over the public 
management for the customer connection, said 



(b) at least one secure web server for 
Internet, said secure server providing session 



session management including customer identification, validation, report entitlements and 
encryption; 

c) at least one dispatch server for communicating with said secure web server and a 



plurality of system resources, said dispatch 
proxy generation for said reports after said 



. server providing verification of system access and 
customer's entitlements have been verified, each of 
said system resources maintaining data relating to separate communications network services 
provided to the customer by the enterprise; 

(d) a report requestor for enabling tie customer to request reports from said plurality of 
system resources provided by the enterpris s to the customer, a customer in-box for providing the 
reports to the customer, and a report viewer for presenting the reports to the customer, said report 
requestor, said customer in-box and said h ©ft report viewer responsive to proxy requests from 



said dispatch server to enable the custor 



/ 



to obtain and view reports from data maintained by a 



plurality of system resources from a siiqjlppoint of customer contact, identification and 
authentication. 



17. (original) The integrated and secure system for conducting business over the public 
Internet as claimed in Claim 16, wherein said report requestor provides a single tool set for 
requesting and scheduling reports across a plurality of system resources. 



18. (original) The integrated anil 



secure system for conducting business over the public 



Internet as claimed in Claim 16, wherein said reports are historical reports on the customer's 



n^SVRj 
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switched voice traffic. 



19. (original) The integrated and secure system for conducting business over the public 
Internet as claimed in Claim 16, wherein said reports are priced call reports on the customer's 
switched communications connections. 

20. (original) The integrated and secure system for conducting business over the public 
Internet as claimed in Claim 19, wherein said reports are invoices generated with respect to the 
customer's switched communications connections. 



ft 



21. (original) The integrated and secure system for conducing business over the public 
Internet as claimed in Claim 20, wherein said system further includes an electronic fund transfer 
application to enable payment of the invoices generated wi;m respect to the customer's switched 
communications connections. 

22. (original) The integrated and se^jfe sjfetpm for conducting business over the public 
Internet by enabling a customer of an enterpMe communications network to obtain event reports 
over the public Internet relating to a phiratfty d£ services provided to the customer by the 
enterprise network, said system comprising: 

(a) an object oriented protocol for enabling encrypted interactive communications between 
said system and said customer ovfer the public Internet, said protocol invoked within said 
customers web browser to support encryption, customer identification, authentication and report 
entitlements; 

(b) at least one secure web server for managing secure customer sessions over the public 

Internet, said secure ^fcrver providing session management for the customer connection, said 
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session management including customer identification* validation, report entitlements and 

encryption; 

(c) at least one dispatch server for communicating with said secure web server and a 
plurality of system resources, said dispatch server providing verification of systemyaccess and 
proxy generation for said reports after said customer's entitlements have been venfied, each of 
said system resources maintaining data relating to separate communications network services 
provided to the customer by the enterprise; 

d) an event monitor application for enabling the customer to monitor a plurality of system 
resources provided by the enterprise to the customer, said event monito/ application providing 
said customer with data necessary to make informed network management decisions with respect 
to said plurality of system resources from a single point of customer contact, identification and 
authentication. 



23. (original) The integrated and secure system for conducting business over the public 
Internet as claimed in Claim 22, wherein said event monitor includes a report manager for 
requesting and scheduling reports on events occurring ;within the customers switched 
communication connections. 



24. (original) The integrated and secure/system for conducting business over the public 
Internet as claimed in Claim 22, wherein sai<f everft monitor includes a report manager for 
requesting and scheduling reports on even}£ occurring within the customers switched data 
communication connections. 



25. (original) The integrated^and secure system for conducting business over the public 
Internet as claimed in Claim 22 wherein said event monitor provides customer access to a plurality 
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of reports on trouble tickets opened on events occurring within the customers switched 

communication connections. 



26. (original) The integrated and secure system 
Internet as claimed in Claim 22, wherein said system 
as one of said plurality of system resources, and said 
customers switched toll free voice connections. 



for conducting business over the public 
further includes a toll free network manager 
manager provides reports on the 



27. (original) The integrated and secure system for conducting business over the public 
Internet as claimed in Claim 22, wherein said system further includes a call center manager as one 
of said plurality of system resources, and said call center manager provides reports on the 
customers switched call center connections. 



28. (original) The integrated and secure system for conducting business over the public 
Internet as claimed in Claim 22, wherein said system further includes an out bound network 
manager as one of said plurality of system resources, and said outbound network manager 
providing reports on the customers outbound network calls. 



29. (original) The integrated and SMuressy^tcm for conducting business over the public 

Internet as claimed in Claim 28, wherein said s]/s%n further includes a single order entry 

application and an out bound network managed as two of said plurality uf system resources, 

wherein said order entry application enables aicustomer to identify and authenticate a plurality of 

users with distinct call entitlements, and to modify said entitlements from a single point of 

customer identification and authentication, said outbound network manager 

providing modification of individual users entitlements for outbound network calls in response 
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to entitlements determined by said order entry application. 

30. (original) The integrated and secure system for conducting business ovep'uie public 
Internet by enabling a customer of an enterprise communications network to modify the 
customer's business relationship with the enterprise over the public Internet a/d to add, delete and 
modify services provided by the enterprise communications network to thVcustomer, said system 
comprising: 

(a) an object oriented protocol for enabling encrypted mteracfive communications between 
said system and said customer over the public Internet, said protocol invoked within said 
customers web browser to support encryption, customer identification, authentication and network 
entitlements; 

(b) at least one secure web server for managing secure customer sessions over the public 
I Internet, said secure server providing session management for the customer connection, said 

session management including customer identfficition, validation, entitlements and encryption; 

(c) at least one dispatch server fo^ny^micatmg with said secure web server and a 
plurality of system resources, said oispatcb^erver providing verification of system access and 
proxy generation for said interactive coruscations after said customer's entitlements have been 
verified; 

d) said plurality of system r/sourees including an order entry application which enables 
the customer to add, delete and Modify services provided by the communications network to the 
customer, and to identify and Authenticate a plurality of users with distinct call entitlements, 
and to modify said entitlements from a single point of customer identification and authentication, 
said order entry applicsjfon responsive to proxy requests from said dispatch server to enable the 
customer to managejhe communications network services provided by the enterprise to the 
customer 
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3 1 . (original) The integrated and secure system for conducting business oyer the public 
Internet as claimed in Claim 30 t wherein said system further comprises an E-Billing application 
which enables electronic business transactions to pay for said services, saicr order entry and E- 
Billing applications responsive to proxy requests from said dispatch ser/er to enable 

the customer to manage and pay for the communications network seryices provided by 
the enterprise. / 

32, (original) The integrated and secure system for conducting business over the public 
Internet as claimed in Claim 31, wherein said system further includes a client view application for 
generating historical reports of data relating to calls byxustomers users on said communications 
network. / 

^ 33. (original) The integrated and secure system for conducting business over the public 

Internet as claimed in Claim 32, wherein said system enables invoice generation and electronic 
payment for pre-selected customer usej^calls over the public Internet* 

34, (original) The inte^tad and secure system for conducting business over the public 
Internet as claimed in Claim wherein said system further includes a toll free network manager 
as one of said plurality of reiou^es, and said order entry application enables a customer to 
identify and authenticate ii plurality of users with distinct toll free call routing entitlements, and to 
modify said toll free caU routing entitlements from a single point of customer identification and 
authentication. / 

35. (original) The integrated and secure system for conducting business over the public 

Internet as claimed in Claim 30, wherein said system further includes a call center manager 
/ 11 
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resou :ces, 



application as one of said plurality of 
customer to identify and authenticate a 
entitlements, and to modify said call 
customer identification and authentication. 



and said order entry application enables a 
pluijality of users with distinct call center routing 
center] routing entitlements from a single point of 
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36. (original) The integrated and se :ure system for conducting business over the public 
Internet as claimed in Claim 30, wherein s rid system further includes an event monitor application 
as one of said plurality of resources- 

37. (original) The integrated and secure system for conducting business over the public 
Internet as claimed in Claim 36, wherein said system further includes a broadband view 
application for reporting on data commumcations connections, and said event monitor application 
reports alarm events occurring with resp set said customers data communications connections. 

38. (original) The integrated and secure system for conducting business over the public 
Internet as claimed in Claim 36, wlWi^said system further includes a service inquiry application 
for managing trouble tickets generated i vith respect to said customers communications 



connections, and said order entry applii 
to said trouble tickets. 



39. (original) The integrated and 
Internet as claimed in Claim 30, wherei l 

application as one of said plurality of resources 

\ 



fion allows modification of user entitlements with respect 



secure system for conducting business over the public 
said system further includes a real time monitor 
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40. (original) The integrated and secure system for conducting business over the public 

Internet as claimed in Claim 31, wherein said system further includes a client view application for 

generating historical reports of data relating to calls by customers users on said communications 

network, and said E-Billing application enables electronic fund transfers for payment of said calls 

by said customer. 

4L (original) The integrated and secure system for conducting^usiness over the public 
Internet as claimed in Claim 40, wherein said system further includes a priced reporting 
application for generating invoices for said calls. 

42. (original) The integrated and secure system for conducting business over the public 
Internet as claimed in Claim 30, wherein said plurality ofiystem resources includes a network 
manager which enables command and control of the customers traffic over the enterprise 
communications network, and a viewing application/to represent said network traffic, said 
network manager and said viewing application responsive to proxy requests from said dispatch 
server to enable the customer to command and control the communications network resources 
provided by the enterprise to the customer, 

43, (original) The integrated andrcecure system for conducting business over the public 
Internet as claimed in Claim 42, wherein &ud customer's traffic further includes switched voice 
traffic and said network manager may command and control said switched voice traffic. 



44. (original) The integrated and secure system for conducting business over the public 
Internet as claimed in Claim 43, wherein said switched voice traffic ftather includes switched toll 
free voice traffic and said network manager includes a toll free network manager application to 
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command and control the routing of said switched voice traffic. 



45. (original) The integrated and secure 



system for conducting business over the public 



Internet as claimed in Claim 43, wherein said switched voice traffic further includes switched call 
center voice traffic and said network manager includes a call manager application to command 
and control the routing of said switched voice Traffic between call centers. 

46. (original) The integrated and secure system for conducting business over the public 
Internet as claimed in Claim 43 5 wherein said! switched voice traffic further includes switched toll 
voice traffic and said network manager includes an outbound network manager to command and 
control said switched toll traffic* . 

47. (original) The integrated and seiure system for conducting business over the public 
Internet as claimed in Claim 42, wherein said customer's traffic further includes 
switched data communications and said v/ewing application may view data representative 
of said switched data communications. 



48. (original)The integrated^nd(/secufe system for conducting business over the public 
Internet as claimed in Claim 42 3 wher^said customer's traffic further includes switched voice 
traffic and said viewing application in< lilies a reporter for generating reports on the switched 
voice communications in said network trattje. 

49. (original) The integrated a id secure system for conducting business over the public 
Internet as claimed in Claim 48, whet ein said reporter for generating reports on the switched voice 
traffic in said network traffic includes a real time reporter for generating reports on said network 
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traffic in near real time. 



50. (original) The integrated and secure system for conducting business over the public 
Internet as claimed in Claim 48, wherein said reporter for generating reports on the switched voice 
traffic in said network traffic includes a reporter for generating histor/ reports on said switched 
voice traffic occurring during preselected periods of time. 

51. (original) The integrated and secure system fo/ conducting business over the public 
Internet as claimed in Claim 48, wherein said reporte/fbr generating reports on the switched voice 
communications in said network traffic includes ^report manager application for enabling a 
customer to generate reports for a plurality of/switched voice traffic applications and an in-box 
manager application for comm^oicating wt reports to the customer. 

52. (original) The integra^o* and secure system for conducting business over the public 
Internet as claimed in Claim 48^ vkherem said reporter for generating reports on the switched voice 
traffic in said network traffit inclukes a priced call application for enabling a customer to generate 
priced reports and invoices for a plurality of switched voice traffic applications. 



53. (original) The integrated and secure system for conducting business over the public 
Internet as clai/ed in Claim 47, wherein said viewing application to view said switched data 
communications includes a broadband view application for generating reports 
on data relating to the switched data communications. 



PAGE 20/36 ' RCVD AT 10/29/2004 11:37:54 AM [Eastern Daylight Time] ' SVR:USPTO-EFXRF-2/6 * DNIS:7465521 ' CSID:57 1 432 0808 * DURATION (mm-ss):09-1 0 



Sent By: HARRITY&SNYDER , LLP ; 



571 432 0B08; 



29-0ct-04 11 :01AM; 



Page 21 



Application ferial No. 09/159,503 
AttomeyDocketNo. COS97101 



54. (original) The integrated and secure system for amductiiig business over the 
public Internet as claimed in Claim 47, wherein said system further includes an in-box 
application for storing and forwarding reports ta*ne customer on data relating to the 
customer's switched data conmiunirations^/x 

55. (original) The integraffifland secure system for conducting business over the 
public Internet as claimed ii^laiinl47, wherein said viewing application includes an event 
monitor application fe^storing and forwarding reports on alarm reports generated with 
respect to the customer's switched data communications. 

(previously presented) An integrated and secure system for conducting business 
over the public Internet by enabling a customer of an enterprise communications network to 
modify the customer's switched voice communications connections within the network over 



the public Internet and to monitor the results in near real time over the public Internet, said 
system comprising: 

(a) an object oriented protocol for enabling encrypted interactive communications 
between said system and said customer over the public Internet, said protocol invoked 
within said customer's web browser to support customer identification, authentication and 
network entitlements; 

(b) at least one secure web server for managing secure customer sessions over the 
public Internet, said secure server providing session management for the customer 
connection, said session management including customer identification, validation, 
entitlements and encryption; (c) at least one dispatch server for communicating with said 
secure web server and a plurality of system resources, said dispatch server providing 
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verification of system access and proxy generation for said interactive communications after 
said customer's entitlements have been verified; 

(d) said plurality of system resources including a toll free network manager which 
manages the routing of the customer's toll free voice traffic over the communications 
network, and a real time monitor which provides near real time monitoring of network 
traffic, said network manager and said real time monitor responsive to proxy requests from 
said dispatch server to enable the customer to manage the communications network 
resources provided by the enterprise to the customer in near real time, 

i 

JrJ< (original) The integrated and secure system for conducting business over the 
public Internet as claimed in Claim wherein said system further includes a single order 
entry application as one of said plurality of system resources, wherein said older entry 
application enables a customer to identify and authenticate a plurality of users with distinct 
toll free call manager entitlements, and to modify said entitlements from a single point of 
customer identification and authentication. 

ffi (original) The integrated and secure system for conducting business over the 
public Internet as claimed in Claim^7, wherein said system further comprises an E-Billing 
application which enables electronic business transactions to pay for said services, said 
order entry and E-Billing applications responsive to proxy requests from said dispatch 
server to enable the customer to manage and pay for the communications network services 
provided by the enterprise. 

0 

(currently amended) The integrated and secure system for conducting business 
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over the public Internet claimed in Claim 56, wherein said system further includes a client 
view application for generating historical reports of data relating to calls by customers users 
on said communications network. 



6flf (currently amended) The integrated and secure system for conducting business 
over the public Internet as claimed in Claim ^ wherein said system enables invoice 
generation and electronic payment for pre-selectcd ouatomcr user calls over the public 
Internet 

61 . (currently amended) The integrated and secure method for conducting business 
over the public Internet by enabling a customer of an enterprise communications network to 
command and control the customer's switched communications connections within the 
network over the public Internet and to monitor the results in near time over the public 
Internet, said system comprising: 

(a) enabling interactive communications between sa^f system and said customer over 
the public Internet with an object oriented protocol invoked from within said customer's 
web browser, said protocol supporting custo^ei^d^ authentication and a 
determination of network 
entitlements for the customer; 

(b) managing a plurality of customer sessions over the public Internet with a secure 
web server, said secure web server providing session encryption and management of the 
customer's session, said session management including the steps of identifying, validating, 
and determining the customers entitlements within the network; 

(c) communicatin^with a plurality of system resources through dispatch server, said 

dispatch server communicating with said secure web server and providing verification of 
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system access and' proxy generation for said interactive communications after said 
customer's entitlements have been verified; 

(d) managing a plurality of enterprise system resources for the customer, J 
resources including a toll See network manager which manages the routing o£*he 
customer's toll free voice traffic over the communications network, and a^feal time monitor 
which provides near real time monitoring of network traffic; 

(e) converting a customer request to modify a routing plan \d a proxy request for said 
toll free network manager and providing near real time monitoring of the custom e r's 
customer's voice traffic to enable the customer to manage the^ommunications network 
resources provided by the enterprise to the customer in near real time, 

62. (original) The integrated and secure method for conducting business over the 
public Internet as claimed in Claim 61, wherein said method further includes entering 
customer orders through a single order entry ^oint of authorization to enable the customer to 
identify and authenticate a plurality use& with each user having distinct toll free call 
routing entitlements, and to modify saig^ntitlements from said single point of customer 
identification and authenticatior 

63. (original) The integfotedWd secure method for conducting business over the 
public Internet as claimed \f Claim 62, wherein said method further includes enabling 
payment with an E-Billing application, said order entry and E-Billing applications 
responsive to proxy requests from said dispatch server to enable the customer to manage and 
pay for the communications network services provided by the enterprise. 



64./ox4inal) The integrated and secure method for conducting business over the 
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public Internet as claimed in Claim 61, wherein said method further includes the^p of 
generating historical reports of data relating to calls by customers users on sai? 
communications network with a client view application, 

65. (original) The integrated and secure method for conductinflfbusiness over the 
public Internet as claimed in Claim 61, wherein said method includes the step of generating 
electronic invoices and electronically transmitting fluids to pay pr pre-selected customer 
user calls. 



66. (original) The integrated and secure method pr conducting business over the 
public Internet which enables a customer of an enterprise communications network to 
modify the customer's business relationship with the enterprise over the public Internet and 
to add, delete and modify services provided by t£fe enterprise communications network to 
the customer, said method comprising: 

(a) enabling encrypted interactive communications between said system and said 
customer over the public Internet withm|Gbje6t oriented protocol, said protocol invoked 
within said customers web browser^ Support encryption, customer identification, 
authentication and network entitlemd 

(b) managing secure customer ^eVsions over the public Internet with at least one 
secure web server, said secure server providing session management for the customer 
connection, said session management including customer identification, validation, 

entitlements and encryption^ 

(c) communicating with said secure web server and a plurality of system resources 

with at least one dispatch server, said dispatch server providing verification of system access 

and proxy generation'Tor said interactive communications after said customer's entitlements 
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have been verified \ / 
(d) providing a plurality of system resources for the customer, said pMrality 
including an order entry application which enables the customer to add, delete and modify 
services provided by the communications network to the customer, ana to identify and 
authenticate a plurality of users with distinct call entitlements, and to modify said 
entitlements from a single point of customer identification and authentication. 

67. (original) The integrated and secure method for/conducting business over the 
public Internet as claimed in Claim 66, wherein said method further comprises the step of 
enabling electronic payment for said plurality of system resources with an E-Billing 
application, said order entry and E-Billing applications responsive to proxy requests from 
said dispatch server to enable the customer to electronically manage and pay for the 
communications network services provided^y the enterprise. 

68. (original) The integ™ed>md secure method for conducting business over the 
public Internet as claimed in Clsufin 66, wherein said method further includes the step of 
generating historical reports dataWlating to calls by customers users on said 
communications network wth a client view application. 

69* (original) 3The integrated and secure system for conducting business over the 
public Internet as claimed in Claim 66, wherein said method further includes the steps of 
generating invokes and enabling electronic payment for preselected customer user calls 
over the public/internet. 
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70. (original) The integrated and secure method for conducting business over the 
public Internet as claimed in Claim 66, wherein said method further includes the step of 
providing a toll free network manager application as one of said plurality of system 
resources to enable the customer to change toll free routing entitlements/from said single 
point of customer identification and authentication. 

71. (original) The integrated and secure method for conducting business over the 
public Internet as claimed in Claim 66, wherein said method ftrther includes the step of 
providing managing calls to a call center with a call center /manager application as one of 
said plurality of system resources, and said order entry application enabling a customer to 
identify and authenticate a plurality of users with distinct call center routing entitlements, 
and to modify said call center routing entitlements/from said single point of customer 
identification and authentication. 



^ 72. (original) The integrated ajid se/ure method for conducting business over the 

public Internet as claimed in ClaW 66, Wherein said method further includes the step of 
providing an event monitor apphditioh as one of said plurality of system resources. 



73. (original) The integratedWid secure method for conducting business over the 
public Internet as claimed in 0aim 72, wherein said method further includes the step of 
reporting on data communications connections with a broadband view application. 



74. (original) The integrated and secure method for conducting business over the 

public Internet as claimed in Claim 66, wherein said method further includes the step of 

managing trouble tickets generated with respect to said customers communications 
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connections with a service inquiry application, and said order entry application providing 
modification of user entitlements with respect to said trouble tickets from said/single point 
of customer identification and authentication. / 

75. (original) The integrated and secure method for conducting business over the 
public Internet as claimed in Claim 66, wherein said method further includes the step of 
monitoring communications traffic utilized by the customer witp a real time monitor 
application as one of said plurality of system resources. / 

76. (original) The integrated and secure method/for conducting business over the 
public Internet as claimed in Claim 66, wherein saidJnethod further includes the step of 
generating historical reports of data relating to calls by customers users on said 
communications network with a client viey aptflication, 

77. (original) The integrated|p^ecure method for conducting business over the 
public Internet as claimed in Claim ife/wherein said method further includes the step of 
generating invoices for said calls wim a priced reporting application and enabling electronic 
fund transfers with for payment of said calls with an E-Billing application. 

78. (original) The integrated and secure method for conducting business over the 
public Internet as claimed in Claim 66, wherein said method includes the steps of providing 
a plurality of applications for the command and control of the customer's communications 
traffic over the enterprise communications network, and viewing said communications 
traffic with a reporting application. 
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79. (original) The integrated and secure method for conducting business over the 
public Internet as claimed in Claim 78, wherein said customer's communications traffic 
further includes switched voice traffic and a network manager application is provided for 
said command and control step, 

80. (original) The integrated and secure method for conducting business over the 
public Internet as claimed in Claim 79, wherein said switched voice traffic further includes 
switched toll free voice traffic and said network manager includes a toll free network 
manager application to command and control the routing of said switched voice traffic* 

81. (original) The integrated and secure method for conducting business over the 
public Internet as claimed in Claim 79, wherein /Said switched voice traffic further includes 
switched call center voice traffic and said network manager includes a call manager 
application to command and control the rooting of said switched voice traffic between call 
centers. 

£| 

82. (original) The integrated and secure method for conducting business over the 
public Internet as claimed in Claim 79l wherein said switched voice traffic further includes 
switched toll voice traffic and/said network manager includes an outbound network manager 
to command and control said switched toll traffic. 

83. (original) Tne integrated and secure method for conducting business over the 

public Internet as claimed in Claim 78, wherein said customer's communications traffic 

further includes switched data communications and said method includes the step of 

viewing data representative of said switched data communications. 
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84. (original) The integrated and secure method for conducting business over the 
public Internet as claimed in Claim 78, wherein said customer's communications traffic 
further includes switched voice traffic and said method further include/ generating reports 
on the switched voice traffic with a report generator application. 

85. (original) The integrated and secure method for conducting business over the 
public Internet as claimed in Claim 84, wherein said step of/generating reports on the 
switched voice traffic in said network traffic includes a r^al time reporter for generating 
reports on said network traffic in near real time. 

86. (original) The integrated and secure method for conducting business over the 
public Internet as claimed in Claim 84, whereip said step of generating reports on the 
switched voice traffic in said network traffic/includes a reporter for generating history 
reports on said switched voice traffic occurring during preselected periods of time, 

87. (original) The integrdtdd/tod secure method for conducting business over the 
public Internet as claimed in Claim 84, wherein said step of generating reports on the 
switched voice communi cations in said network traffic includes a report manager 
application for enabling a customer to generate reports for a plurality of switched voice 
traffic applications and the step of storing aid report with an in-box manager application 
which communicates the reports to the customer. 



88. (origmal) The integrated and secure method for conducting business over the 
public Internet as claimed in Claim 84, wherein said Step of generating reports on the 
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switched voice traffic in said network traffic includes a priced call application for enabling a 
customer to generate priced reports and invoices for a plurality of switched voic/traffic 
applications. 

89. (original) The integrated and secure method for conducting/business over the 
public Internet as claimed in Claim 83, wherein said step of viewing said switched data 
communications is conducted with an broadband view application which generates reports 
on data relating to the switched data communications. 

90. (original) The integrated and secure method4r conducting business over the 
public Internet as claimed in Claim 89, wherein saiuVmethod further includes storing and 
forwarding reports to the customer on data relating to the customer's switched data 
communications with an in-box application. 

91 . (original) The integrateTand stecure method for conducting business over the 
public Internet as claimed inOaim 9o/wherein said viewing step includes storing and 
forwarding reports on alarm regenerated with respect to the customer's switched data 
communications with an event Wp'nitor application. 



92. (original) An integrated and secure system for conducting business over the 
public Internet by emblin/a reseller of an enterprise communications services to brand 
those services as those of the reseller over the public Internet for resale to a third party 
customer, said system/comprising: 

(a) an objec/orienled protocol for enabling encrypted interactive communications 

between said system and said third party customer over the public Internet, said protocol 
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invoked within said third party customer's web browser to support enciyption/third party 
customer identification, authentication and entitlements; 

(b) at least one secure web server for managing secure third party customer sessions 
over the public Internet, said secure server providing session management for the third 
party customer connection, said session management mcluriWthird party customer 
identification, validation, entitlements and encryption; 

(c) at least one dispatch server for commuidcaWwith said secure web server and a 
plurality of system resources, said dispatch server providing verification of system access 
and proxy generation for said reports after said thir/ party customer's entitlements have 
been verified, each of said system resources inairitaining data relating to separate 
communications network services provided tc/the third party customer by the reseller of the 
enterprise resources; 

(d) a plurality of appUcations^/enabling access to said system resources, each 
application having a backplane^&for invocation within the third party customer' s web 
browser to manage one or moreWLpany brands that may be presented by the application to 
the web browser of the third partyYbstomer, one of said one or more company brands 
representing a brand adopte/by said\reseller of communications services, to enabling the 
reseller of communicator/services to represent said plurality of system resources as its own. 



93. (originalVThe integrated and secure system for conducting business over the 
public Internet as/lairoed in Claim 1 6, wherein said reports are generated in real time with 
respect to the customer's switched communications connections by a real time monitor 
application. 
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94, (original) The integrated and secure system for conducting business over the 
public Internet as claimed in Claim 16, wherein said switched communications includes 
voice traffic, and said reports are generated in real time with respect tome customer's 
switched communications connections by a real time monitor application. 

95. (original) The integrated and secure wstem for conducting business over the 
public Internet as claimed in Claim 30, wherein laid single point of customer contact 
provides a click and connect dial up connection to a customer service representative of the 
enterprise. /\ 



(previously presented) An integrated and/secure method for conducting business 

/ 

over the public Internet by enabling a customer ofiau enterprise communications network to 



command and control the customer's switched^mrnunications connections within the 
network over the public Internet and to view^he results of any changes in the customer's 
connections over the public Internet, said method comprising: 

providing an object oriented/protocol to enable encrypted interactive 
communications between said system and said customer over the public Internet, said 
protocol invoked within said customer's web browser to support encryption, customer 
identification, authentication and network entitlements; 

providing at least one secure web server to manage secure customer sessions 
over the public Internet, said secure server providing session management for the customer 
connection, said session, management including customer identification, validation, 



entitlements and encryption; 
^dil/at 



providing at least one dispatch server to communicate with said secure web 
B^nw cmH a nhiralitv nf Rvstem resources said disoatch server providing verification of 
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system access and proxy generation for said system resources after said customer's 
entitlements have been verified; and 

providing said plurality of system resources, said system resources including a 
network manager which manages the routing of the customer's switched voice traffic and 
switched data traffic over the communications network, and a view application to review 
said network traffic, said network manager and said view application responsive to proxy 
requests from said dispatch server to enable the customer to command and control the 
communications network resources provided by the entetprise to the customer. 
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